
DATA PROTECTION & CCTV SYSTEMS 

Data protection law provides a means of regulatory control over the use of CCTV systems so that individuals may
enjoy security and safety without compromising privacy and data protection rights.

Article 5 of the Gibraltar General Data Protection Regulation outlines seven key principles which lie at the heart of
the data protection regime. Data controllers must consider these when processing personal data -

The above principles apply to the processing of personal data through the use of CCTV systems that are used other
than for purely personal reasons. As a result, operators of CCTV systems (large and small) have clear and specific
obligations to individuals whose data they record, store and/or transmit.

1. Lawfulness, Fairness & Transparency
2. Purpose Limitation
3. Data Minimisation
4. Accuracy
5. Storage Limitation
6. Integrity & Confidentiality 
7. Accountability 

privacy@gra.gi
For more information, please refer to our “Guidance on the Use of CCTV” available on our website: www.gra.gi

http://www.gra.gi/


CCTV and the principle of
LAWFULNESS, FAIRNESS & TRANSPARENCY 

Lawfulness
The recording of identifiable images of individuals is considered personal data
processing. Unless for purely personal reasons, those carrying out such processing
must have a lawful basis. Article 6 of the Gibraltar General Data Protection
Regulation (“Gibraltar GDPR”) sets out the possible lawful bases.

Amongst others, ‘legitimate interests’ may provide a lawful basis for the processing
of personal data via CCTV, so long as the interests of the data controller are
balanced and not overridden by those of the data subjects.

Fairness
Personal data processing through CCTV must be fair. The personal data should be handled in ways individuals would
reasonably expect and not used in ways that have unjustified adverse effects on them.

Transparency
Those processing personal data must be clear, open and honest with individuals (from the start) about who the data
controller is, as well as how and why personal data is being processed. Generally, the most effective way of doing this is
by using prominently placed, clearly visible and readable signs.

privacy@gra.giprivacy@gra.giFor more information, please refer to our “Guidance on the Use of CCTV” available on our website: www.gra.gi

Gibraltar GDPR Article 5(1)(a)

IN APPROPRIATE CIRCUMSTANCES,
AND SUBJECT TO SAFEGUARDS,
CCTV PROCESSING MAY BE
CARRIED OUT IN PURSUIT OF A
PERSON’S LEGITIMATE INTERESTS
TO PROTECT PROPERTY AND/OR
GOODS.

http://www.gra.gi/


CCTV and data protection -

privacy@gra.giprivacy@gra.gi

CCTV signage

Clearly visible and readable signs are important, particularly where CCTV systems are discreet, or in locations where
people might not expect to be under surveillance.

A CCTV sign should include certain information to advise individuals of the processing of their personal data, for
example –

• the identity and contact details of the data controller;
• the purpose(s) and lawful basis for the use of CCTV;
• any other necessary information to do with the specific processing of the personal data (e.g., a website address

could be added to the sign to redirect an individual to additional information as contained in a CCTV Privacy
Notice).

Articles 12, 13 and/or 14 of the Gibraltar General Data Protection Regulation should be used as a basis for the creation
of compliant CCTV signage and associated Privacy Notice.

Place your CCTV signage in a prominent, visible area, at the entrance to the CCTV system’s zone.

For more information, please refer to our “Guidance on the Use of CCTV” available on our website: www.gra.gi

TRANSPARENCY is key

http://www.gra.gi/


CCTV and the principle of

For more information, please refer to our “Guidance on the Use of CCTV” available on our website: www.gra.gi privacy@gra.gi

The purposes for installing CCTV can vary, but more commonly include:

• Aiding in the prevention of crime or theft;
• Supporting the maintenance of health and safety standards in the workplace. 

It is unreasonable and unjustified to install CCTV on a ‘just-in-case’ basis. Data
controllers and data subjects must understand why the collection and processing of
personal data is necessary.

This principle requires that personal data be collected for specified, explicit and legitimate purposes and, not be
further processed in a manner that is incompatible with said purposes.

Personal data should only be collected when there is a clear and justified purpose and
should only be used for those purposes or purposes that are compatible with that
purpose.

Gibraltar GDPR Article 5(1)(b)

PURPOSE LIMITATION

http://www.gra.gi/


CCTV and the principle of
DATA MINIMISATION

The processing of personal data must be “adequate, relevant and limited to what is necessary”. This means that a data
controller must be able to justify that the use of CCTV is necessary to achieve the specified purpose and, proportionate in its
impact on the data subjects being recorded. Data controllers must also consider -

FIELD OF VIEW OF THE CAMERAS OF THE CCTV SYSTEM

INTRUSIVE NATURE OF THE USE OF CCTV

RESTRICT THE RECORDING OF AUDIO USING CCTV

privacy@gra.gi

(e.g., if you have installed CCTV outside your shop to protect your premises, limit the field of view to the
shop entrance only and not unnecessarily capture the public street)

(e.g., in the workplace, CCTV may be operated outside of working hours to protect the establishment or,
placed in areas where employees may not have a high privacy expectation (e.g., changing rooms or
toilets) to reduce the intrusive impact.

Recording of conversations poses a high risk to the invasion of privacy.

For more information, please refer to our “Guidance on the Use of CCTV” available on our website: www.gra.gi

Gibraltar GDPR Article 5(1)(c)

http://www.gra.gi/


CCTV and the principle of
ACCURACY

Data protection law requires that the processing of personal
data is accurate, and where necessary, kept up to date.

CCTV recordings may for example be used as evidence during
criminal proceedings or during disciplinary disputes with
employees. In such circumstances it is essential that recorded
images are clear and accurate.

If the system uses features such as time references and/or
location references, these too must be accurate.

privacy@gra.gi

For more information, please refer to our “Guidance on the Use of CCTV” available on our website: www.gra.gi

Gibraltar GDPR Article 5(1)(d)

http://www.gra.gi/


CCTV and the principle of

STORAGE LIMITATION

Personal data should only be held for as long as is necessary to achieve the
identified purpose for which it is processed.

Data protection law does not specify or define any time periods, but
information cannot be retained on a ‘just-in-case’ basis.

When CCTV captures footage used as evidence in criminal proceedings, the
data controller may be justified in keeping the information for longer than
their decided retention period.

Nevertheless, this footage should be isolated from the general recordings
and kept securely for the specific purpose that it is needed.

privacy@gra.gi

Gibraltar GDPR Article 5(1)(e)

For more information, please refer to our “Guidance on the Use of CCTV” available on our website: www.gra.gi

http://www.gra.gi/


CCTV and the principle of

INTEGRITY & CONFIDENTIALITY

Data controllers must prioritise the safe storage of personal data and take the necessary
precautions to ensure the security of the information collected.

privacy@gra.gi

By implementing appropriate technical and organisational measures, personal data can be
kept safe from unlawful or unauthorised processing, accidental loss, destruction or
damage. Password protection and the use of encryption can also limit the access to CCTV
footage stored.

A set of robust policies and protocols must be adhered to in order to ensure that the
technical and organisational security measures are effective. Access controls and all
policies must be reviewed and tested on a regular basis, and security measures should be
enhanced or upgraded where necessary.

Those that handle CCTV within an organisation should have clear guidance and training to
ensure that they handle CCTV in a manner that ensures compliance with data protection
law.

Gibraltar GDPR Article 5(1)(f)



CCTV and the principle of
INTEGRITY & CONFIDENTIALITY cont.

privacy@gra.gi

a) Access controls:

• Implement strict access controls. A “two-man access control system” should be
implemented and documented accordingly.

• Review access control logs regularly to ensure that there is no unwarranted access to
CCTV footage.

b) Mobile devices:

• No mobile phones or other devices capable of recording images will be allowed in the area
where CCTV footage may be viewed.

c) Training

• Provide appropriate data protection training to ensure that all are aware of the importance
of data protection and privacy.

d) Disciplinary Policy

• Include within your CCTV policy information about how to address incidents where an
individual does not comply with the established rules regarding CCTV access and use.

Gibraltar GDPR Article 5(1)(f)



CCTV and the principle of
ACCOUNTABILITY

Data protection legislation requires data controllers to demonstrate that they have adopted and
maintained technical and organisational measures.

privacy@gra.gi

The principle 
of accountability now 

assumes a much greater 
prominence in the 

regulatory framework. 

Data controllers need to 
ensure that a record of their 

processing activities is 
maintained. 

If the data controller has 
carried out an assessment in 
relation to the installation of 

CCTV, this should be 
completed in a way that 

clearly sets out the need, 
proportionality, reasoning 
and assessment criteria 
justifying the decision.

Gibraltar GDPR Article 5(2)



CCTV DATA PROTECTION POLICY

Best practice dictates that a data controller shall set out their position on the issues surrounding
the use of CCTV in the form of a CCTV Data Protection Policy. This policy should –

privacy@gra.gi

Identify the reasons 
why a CCTV system 

has been 
implemented

Identify how the CCTV 
footage is processed

Identify the scale of 
the CCTV system and 

how it will be 
managed

Identify the impact on 
individuals whose 

images may be 
captured

Be made known to the 
public (e.g., by 

publishing on an 
official company 

website)

Describe how the data 
protection principles 
are being complied 

with

Be reviewed from 
time to time and 

updated as 
appropriate



CCTV & DATA PROTECTION IMPACT 
ASSESSMENTS (DPIAs)

Article 35 of the Gibraltar General Data Protection Regulation provides
that a DPIA should be carried out if data collection or processing is
likely to result in a high risk to the rights and freedoms of individuals
(e.g., CCTV systems conducting large-scale, systematic monitoring of
public spaces, or CCTV capturing vulnerable data subjects).

DPIAs aim to assist controllers to identify and minimize
risks to privacy infringement and violation of personal
data protection. The DPIA should be performed before
personal data processing takes place and should be
periodically reviewed.

When? Why?

privacy@gra.giFor more information on DPIAs, refer to published guidance available on our website: www.gra.gi

http://www.gra.gi/


CCTV and
DISCLOSURE TO THIRD PARTIES

In all circumstances involving the disclosure of CCTV footage, the method of disclosing images
should be secure to ensure the security of the footage being disclosed and that only the intended
recipient is able to access the footage.

It is recommended that logs of requests for, and disclosure of images, are kept in line with the
accountability principle.

privacy@gra.gi

Disclosure of CCTV recordings to third parties should always be compatible with the purposes for which the CCTV system was set up.

In certain circumstances a data controller may be required to provide CCTV recordings to third parties for a purpose other than that for which
they were originally obtained. For instance, a law enforcement agency may request CCTV footage in order to assist the investigation of a
criminal matter. Prior to disclosure, the controller should ensure they are satisfied that the request is justified in the circumstances.

For more information, please refer to published guidance available on our website: www.gra.gi

http://www.gra.gi/


CCTV and THE RIGHT OF ACCESS

When a Subject Access Request (“SAR”) is received, the data
controller must respond to the request without undue delay and in
any event, within one month. In certain circumstances, a data
controller may refuse to process the SAR.

privacy@gra.gi

Unless an exemption under the Data Protection Act 2004 (“DPA 04”)
applies, responding to a SAR involves providing:

• A copy of relevant footage
• Detailed information on the lawful basis,
• Details of the purpose for the recording, and
• Information on any disclosures that have been made to third

parties.

Where it is not possible to provide the footage in video format, it may
be acceptable to provide still images as an alternative.

Subject to exemptions (see DPA 04), if the personal data requested
also includes that of other individuals, the data controller should
pixelate, blank out, or otherwise de-identify, where necessary, the
images of other individuals before providing a copy of the footage to
the data subject.

CONSIDER:

For more information, please refer to published guidance available on our website: www.gra.gi

Gibraltar GDPR Article 15

• Is there a SAR policy 
and/or procedure in place?

• Do you need assistance for 
CCTV footage retrieval from 
a third-party processor?

• Do any exemptions apply?

http://www.gra.gi/


CCTV and the DOMESTIC EXEMPTION 
“processing in the course of a purely personal or household activity”

1) whether the recording has any connection to a professional or commercial
activity;

2) whether the people involved in or captured by the recording were known to the
person making the recording; and

3) what area the recording covered – did it cover public areas, a private space or
both?

EVEN IF THE 

DOMESTIC EXEMPTION 

APPLIES, IT IS STRONGLY 

RECOMMENDED THAT THE 

REQUIREMENTS OF DATA 

PROTECTION LAW ARE 

CONSIDERED AS A 

MATTER OF GOOD 

PRACTICE. 

If you are recording images strictly within your property, the Domestic Exemption is
likely to apply.

If a CCTV recording captures images of a neighbouring parking space, garden, 
walkway or adjacent communal area, the Domestic Exemption is unlikely to apply.

When assessing whether the CCTV recording is undertaken in the course of a purely
personal or household activity, a number of factors should be taken into consideration, such
as:

privacy@gra.gi
For more information, please refer to published guidance available on our website: www.gra.gi

Gibraltar GDPR Article 2(2)(a)

http://www.gra.gi/
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